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What is this all about?

* Do you want to really know how the modern
computers work? Down to the schematics?

* There are various CS textbooks, but they
usually present an idealised picture.

* The reality Is quite different, it is surprisingly
hard to get down to the bits and resistors.

* Modern PCs, smartphones and embedded
appliances have become real black boxes.

* Not everyone cares or needs to care directly.



What is this all about? (cont.)

Even if you do not care directly, you are most
probably entangled enough in real life.

Convenience trumps everything...

... SO nearly everyone carries a true spy box
everywhere they go, including the restroom.

Can we do something about it? Really?

As-open-as-possible hardware platforms do
exist, but they are often not known very well,
and even more often not understood well.



Not all computers are made equal

* All computers compute, but only for some of
them is really known how they do that.

* Implementations of the popular x86 and x86 64
architectures are not made to be open.

* Moreover, they contain some secure parts that
are specifically made to be inaccessible.

* ARM and RISC-V architectures are much more
open, but it is still a very long way from the
architecture to a real computer built upon It.



“Traditional” embedded systems

* Embedded systems mostly used to remain
nearly invisible in the “good old days”.

* Somebody made them, and nobody cared.

* This still pertains to the modern era, but the
Increased connectivity made them more visible.

* Unfortunately, embedded systems are still very
often obscure throwaway projects.

* Made to “just work” and often made to actually
be unmaintainable, even for the OEM.



ARM and RISC-V architectures

* In general, they break the old mold and offer
a modular approach to building an SoC.

* Building an SoC becomes like filling a shopping
cart with the desired CPU cores, glue logic, and
IP blocks from different suppliers.

°* One of the results Is a custom-tailored SoC.

* Another unfortunate result is a huge variety of
different SoCs, which makes the system design
and low-level software support hard.



Single-board computers

By definition, a complete computer made of
a single PCBA. This has become inaccurate.

In practice, a compact computer based on ARM
or RISC-V architecture, for which is known how
It actually works, more or less.

Can be seen as inexpensive, small things that
“lust get the job done”. That is fine.

But it Is also wrong. Some of them offer much
more, If you look closely enough.



Single-board computers (cont.)

The talk title on the first slide is a bit misleading
on purpose. Itis impossible to describe all
those abbreviations well on a few slides.

However, they hopefully portray the underlying
complexity rather well.

Not all SBCs are designed and made to be
open and understandable, either as complete
units, or as sums of their parts.

Understanding is hard. No pain, no gain.



Not all software is made equal

* Software often needs to “just get the job done”.
Well, that is only one way to see it.

* As a result, embedded systems are often just
obscure, throwaway projects. Nobody cares.

* Well, do you care? Do you want to throw away
hardware you own, or to keep using it for the
next 10 or 15 years, while always running the
latest versions of low-level software?

* |If the answer Is yes, be prepared for some pain.



Not all software is made equal (cont.)

* There should be no need to buy new hardware
just to be able to run latest low-level software.

* Unfortunately, that has gradually become
needed, because software “gets the job done”,
which Is to make money for the manufacturers.

* Making sure that latest software runs Is hard.

* The only real solution Is to run the upstream
versions, and to upstream all the required
changes for a specific board or device.



PINEG64 products

PINEG64 is one of the SBC manufacturers that
make their designs as open as possible.

The goal is not to make money, but to make
iInexpensive, open SBCs and devices available
to the people, for everyone’s benefit.

Started as a single SBC model, and has grown
to multiple SBC models, smartphones, laptops,
and SoMs. Even a smart soldering iron.

As open as possible, down to the schematics.



PINEG64 product

nt.)

WCCEVD_BYS VCOEVD S5YS
I>1.5A
VDD_CENTER| gia2 1 2 10uF 5 60 2.2uH VCC_1VE VGC1VE_DDR
COE0F ¥EF 6_BW T Y pcpcg  VECH IND_3%3
1uH . 4 Buckl Buckd [:]] 1.6A0.060hm___ R74_1 5% 2 R0803
* 32| W1 s e Sw4 T169
- T| zauF -m.q“fm 4| ENS sy . Ii iZEUF
0805 coa: R76 2 . C165 COB0S
o ¥R o] XSR 2vD0 cFN'rrrgg GNDS
10V 10V VBT EEd I>1.53
128 = = 5% VCOEVO_SYS VGG _DDRC
VDD_CPU_!Tl Cied 1 2 B3 — oo VCC_DDR
GOB05 ®5R 10V voce Dopcz e T
L5 . SW3 RBI513 (R, 5% 2 ROG03 DDR3:1. b‘f
5 ci71 ci72 EEEDL 2 "'
10uF 220F
VFB3 £0603 ——C0605 Default: J..ELD[N
X5A6_3Y X5R 10V e
DDR3 Z00K
L ODR3L
48 GNDZ = LPDOR
NC2 -
ar G173 1| |2 1000F
VREF ‘——1 I 1 ; : %
'I| 46 GNDS REF 54 Co402 X5 16V 1 RTC IChoose one of the following option
veosvo_sYs ww o I+ lI----------------------;'
L_ci74 1 2 WwF 38 . P | a1 C175 1 || 2 1000F ||, | N e 4 1
I—Caaoz XGR 10V VCOSVI_SYS VECA - o VLDOT - Co402 W 1v] ] : Op tionl :
|L__Ci76 1 2 uF 32 e 33 C177 1 || 2 220F || 1
a0z WER 10V VCCEWISYS VOCE 1-8-3.4vA1stmh — vLDOZ SITE] e rall : lcan keep system time after shutdep
EE 3 1.8-3 — wipos -2 g Cizs 1 || 2 47uF ), ! '
| VCES 5 1 | COs03 X5R 10V H 1 R us Iy
L__ci7a 1 2 1uF 4 . _ 5 % c180 1 || 2 22uF | | = CR1220-3V
l—cmoz 1 @R veer 5 VLDO? = Co603 pearrall : H : :
| a8 _ 12 ci8t 1 2 _2.2uF [
1| DGND I oo+ COB0% e 07| ¥OC_RTG 1 : 'y
) C182 1 2 F 13 e 14 C183 1 || 2 100nF ||, | 1
I|—|cg402 YER 10V vGooe B-3.4V/3000A VLDOS _m&h 040z TR 167 i T 1o : ; ' :
L ciss 1 2 1wk 1 _ 2 9 Ci8s 1 || 2 4quF || RE3 101 0023
a0z WER 10V vooie VLbos = CO603 w107 J_ Q‘ﬁ/i T : :
G184 1 2 uF 16 s i — 15 c188 1 || 2 2.2uF | ~| ciar [0 P . Pt A
ooz ¥EH 10V VCTIVI ST vee §-34v/300mE — LDOB COB05 w107 ]| i i ___________::
J 190 1 ul g ). IR Switeh 7 C194 1 2 _1000F ||, Cos03 h
|—Goaz XGR 10V VCCIVIEYS VCCR 0.2R Switeh ——VSWOUT —wm%—gui_ Eoaz wr e ' L —————ovcosvosys : :
C196_1 1uF . § 1 c:19? 1|2 220F = BSE1WSNG
I|—ovoz WER 0V VCE D veciz D-2F Swiren ——ySWOouT2 | B Tl : : S0D_323 I :
C138 1 2 F 17 9 0195 1 . v ~ '
ooz ¥ER 10V vocio VCCRTG . e errtow : : OptionZ2 ' :
30 85 \
L }— AGND 0S5CIZKIN —a_—' |—2L| I .
| a0 G040 C"Gs‘wl ::Can't keep system time a ht’c
i1 . GNDPAD —||' I 32 TEEKHZ 1 ‘_|
i 66 G202 2 72oF ||CA_MC146
50 gEIE_EP Y QSCI2KouT o Co40 GG 50V |F j=———— W—:C—E‘\; ;\,—5 - o e e e e e _I
8 aay on CLK3ZKOUT! —ﬁTC—\—(—r—‘M/CM g 7 ;c: "(f? :g? ] > 3 ﬁgﬁg VGC_1VE : = |
DVS!1 CLK3ZKOUT2 NCC_1VE | )
Dvs2 \
1‘« DVSOK Z BOCTO M_OVCC_RTC Fm—————————- : o2 H
NRESPWRON BOOT!
THGF g | NBESPWRON &) 55 EN [ co402 1
e Resethey VPPO TP EXT_EN [ — i voe
CU4U2 HER 16V 51 PWRON e 34 ] : R8B HER 10V ]
VEP_OTH - | :
05 C205 REY
J||—G28 1 112 t0mE Puio PwepN RAKB08-D 1nF ! BzT5203v0 < 1M I
C0402 }xsn 6V 3 QFNBB_7RO0X7RODXORBD_T Co402 : S0D_123 RO402 )
X7R 50V DHP 5% (]
vee RTCo %0 1 5% 2 RAD402 1 : 1 1 )
= = = \
| = e e e e mmm——mmmmmmmm——aq ' H
] (] .
: . ?gv 5X5 1 H Buto-boot when DC plug in, :
] PWHR KEY L 1 @y 2 E5§19WS 1 s 2 Iy ] I can be shutdown both by R 0
1 Ll SO0_az3 3 ‘3 : 3 I 1 I power button or power—off '
1 |:° ;ﬁ 1 .
] —H‘—ill |‘. ]
H ED3 .
: ) ESDS451N '
Ot 1 on ESD0402
1 Yption 6+ 6v5 4 422 6067 AR L H :
: Use power button for beoot/shutdown,sleep and wakeup, 1
| it can be delete if nc need; ]
1 1

An excerpt from the ROCKPro64 schematic, showing the PMIC



PINE64 community

PINE64 makes hardware, while the broader
community makes software. All software, but
the focus here is on low-level software.

"his involves various upstream projects,
iIncluding the Linux kernel, U-Boot and TF-A.

Some members of the community are also
contributors to various upstream projects.

Highly active members of the community even
receive hardware donations from PINEG4.



Free PINEG6G4 hardware!

BL808 RISC-V SoC
Three CPU cores
64 MB of PSRAM
16 MB of SPI flash
microSD card slot

2.4 GHz WiFi
_ =\ b Bluetooth LE 5.0
< ® oS it G (TS : Zigbee radio
| PINEG4_Ox64_20220917 . 3 e - USB 2.0 dual-role
el ERRARRLEAC 19 Fast Ethernet
i el ok UART, I?C, I?S

* Thanks to a hardware donation from PINE64, five BarCamp
attendees will receive one free Ox64 128 Mbit board each.
It runs Linux, but is still in early stages of development.

* |tis simple. All you need is to propose one of the five best
iIdeas for how you would use one of these tiny beauties.



Thank you!

Any questions?

* PinePhone holding a SOQuartz Blade



